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Privacy Notice
For Employees

1. Business Details

This is the privacy notice of Eothen Homes Limited (Data Controller) for employees. 

Registered Office Address is 15 Berrymoor Court, Northumberland Business Park, Cramlington, NE23 7RZ.

Eothen Homes is registered with the Care Quality Commission (CQC). The services provided are residential care, and residential care for those with dementia. 

Eothen Homes is registered with the Information Commissioners Office (ICO), the registration reference number is Z8629077.

The services managed by Eothen Homes include three residential care homes in the North East of England.  

Eothen Homes can be contacted by telephone 0191 281 9100 or email - enquiries@eothenhomes.org.uk

The Person Responsible for Data Protection is Christina Long (Compliance Manager).  Telephone 0191 239 0043, email – christina.long@eothenhomes.org.uk 

2. Aim of this Notice

Eothen Homes is required by law to tell people about their rights and our obligations regarding the collecting and processing of any personal information which we may be provided with. We have a range of procedures to ensure that any personal information supplied to us is processed in accordance with applicable lawful basis under UK GDPR, including legal obligation, performance of contract and legitimate interest. Consent will only be relied upon where appropriate and valid to do so and will always be held securely and treated confidentially in line with our procedures. Such procedures are listed later in section 10 and can be made available for anyone to view, at any time. 

3. Principles of the General Data Protection Regulations (GDPR)

All data obtained and held by us must be processed according to a set of core principles which are set out in the GDPR.  In accordance with these principles we will ensure that:

a) Processing is fair, lawful and transparent.
b) Data is collected for specific, explicit and legitimate purposes.
c) Data collected is adequate, relevant and limited to what is necessary for the purposes of processing.
d) Data is kept accurate and up to date. Data which is found to be inaccurate will be rectified or erased without delay.
e) Data is not kept for longer than is necessary for its given purpose.
f) Data is processed in a manner that ensures appropriate security of personal data including protection against unauthorised or unlawful processing, accidental loss, destruction or damage by using appropriate technical or organisational measures.
g) We comply with the relevant GDPR procedures for international transferring of personal data. 

4. Types of Data held

We keep several categories of personal data on our employees in order to carry out effective and efficient processes. We keep this data in a personnel file relating to each employee which is stored at the home they work or at head office.  We also hold some data on our computer system, for example our training matrix. 

We hold the following types of data:
 
· Personal details such as name, address, email address and phone numbers.
· Name and contact details of your next of kin and details relating to your dependants.
· Your photograph (used for identification purposes in staff file, used to prove identity for the right to work, used within the homes newsletter, on the company website or other marketing literature with the employees’ permission)
· Gender, marital status, information relating to any disability that you may have or other medical information.
· Right to work documentation.
· Information on your race and religion for equality monitoring purposes.
· Information gathered via the recruitment process such as that entered into a CV, a CV cover letter or within the application form.
· Information gathered from third parties such as references from former employers, or those that have been identified as character referees. 
· Details of your education and employment history, including an explanation of any gaps in your employment etc. 
· Details of skills, experience and remuneration.
· Driving licence.
· Criminal convictions. 
· Sickness / absence records.
· National insurance number.
· Bank details.
· Tax codes.
· Information about medical history, current medical or health conditions.
· Information relating to your employment with us including: 

· Job title and job descriptions.
· Your wider terms and conditions of employments.
· CCTV footage
· Your salary
· Details of formal and informal proceedings involving you including general notes, actions plans, letters of concern, investigatory, disciplinary, grievance, and appeal information.
· Supervisions, appraisal, personal development plans and performance information.
· Internal and external training.
· Information relating to sickness leave, family related leave, maternity, paternity, adoption leave.
· Building access information (Swipe cards)
· Biometric data as part of our time and attendance process to enable staff to clock-in and out of shifts securely (Facial scanning) – Biometric data is processed for the purpose of secure identification and fraud prevention. This processing is carried out under Article 9, UK GDPR conditions relating to employment and substantial public interest. A less intrusive alternative method of recording attendance is available on request.
· IT equipment usage including telephones and internet access. 

5. How we collect your data.

You provide us with several pieces of information directly during the recruitment process and the subsequently upon the commencement of your employment. 
We will collect data about you from third parties, such as former employers, character referees and the disclosure and barring service. We do this to gather references and carry out the necessary employment checks. We will also discuss with you your skills and previous experiences and document this. 
Throughout your employment you will provide various other pieces of personal data which will be kept in paper form in your staff file and in some cases electronically. 

6. Lawful basis for processing

	Activity requiring your data
	Lawful basis

	Carrying out checks in relation to your right to work in the UK
	Legal obligation

	Making reasonable adjustments for disabled employees
	Legal obligation

	Making recruitment decisions in relation to both initial and subsequent employment, for example promotion
	Our legitimate interests 

	Making decisions about salary and other benefits
	Our legitimate interests 

	Ensuring efficient administration of contractual benefits to you.
	Our legitimate interests 

	Preventing fraud
	Our legitimate interests 

	Assessing training needs
	Our legitimate interests 

	Dealing with legal claims made against us
	Our legitimate interests 

	Carrying out checks using criminal conviction data
	Legal obligation

	Carry out the employment contract that we have entered into with you, e.g. using your name, contact details, education history, information on any disciplinary or grievance procedure involving you
	Performance of the contract

	Ensuring you are paid
	Performance of the contract

	Ensuring your National Insurance is paid
	Legal obligation

	Effectively monitoring both your contract, including timekeeping and attendance, and your performance and to undertake procedures where necessary
	Our legitimate interests

	Maintaining comprehensive and up to date personnel records about you to ensure, amongst other things effective correspondence can be achieved and appropriate contact points in the event of an emergency are maintained
	Our legitimate interests

	Implementing the grievance procedure
	Our legitimate interests

	Managing health and safety, including risk assessment, incident reporting and ensuring a safe working environment
	Legal obligation

	Ensuring compliance with regulatory requirements, including safeguarding responsibilities and obligations under the Care Quality Commission (CQC)
	Legal obligation 

	Gaining expert medical opinions when assessing your fitness to work 
	Our legitimate interests 

	Managing statutory leave such as maternity pay
	Our legitimate interests

	Making sure our administrative and IT systems are secure and robust against unauthorised access. 
	Our legitimate interests

	Implementing an effective sickness absence management system, including monitoring the amount of time off work and subsequent actions to be taken including the making of reasonable adjustments 
	Our legitimate interests



7. Special categories of data 

Special categories of data is processed in accordance with Article 9 UK GDPR and schedule 1 of the Data Protection Act 2018. This includes processing necessary for employment law obligations, safeguarding and health and social care purposes and substantial public interest. Consent will only be relied upon where no other lawful condition applies. 

8. Failure to provide data

If you fail to provide us with data, this will mean that we are unable to fulfil our requirements for entering into a contract with you. This includes being unable to offer you employment and unable to administer contractual benefits. 

9. With whom might we share your personal data?

All of the employees within the company who have responsibility for recruitment will have access to your data which is relevant to their function. All employees with such responsibilities have had training in GDPR. We share personal data where necessary and lawful to do so, including to fulfil our contractual obligations as an employer, comply with legal and regulatory duties and for legitimate business purposes. Data is shared with third parties for the following reasons:

· For administration of payroll / employee benefits / pensions. 
· For administration of IT services.
· When seeking medical or occupational health reports.
· Employment legal advice from the company’s allocated legal advisor.
· Other third party contractors who provide services to us.
· Under legal obligation such as to prevent fraud or other criminal offences or because of a Court order. We may then be obliged to share information with HMRC or the Police or both. 
· Your data may also be shared with third parties as part of a company sale or restructure, or for other reasons to comply with any legal obligation upon us. We check that any third parties have implemented their own appropriate technical and organisational measures to ensure they are compliant with GDPR.
· Where personal data is transferred outside the UK, we ensure appropriate safeguards are in place, such as adequacy regulations or approved contractual clauses. 

10. How we keep your data safe and how long we keep it for

Eothen takes the security of your personal data seriously. There are a range of procedures that enable us to comply with our data protection requirements and reduce the risk of data being lost, accidentally destroyed, misused or disclosed and is not accessed except by its employees in the performance of their duties. 

The main procedures are as follows: 

· Data Protection Procedure QP 05.01
· Subject Access Requests for information held by us and the Sharing of 
Information QP 05.04
· Computer Usage, Email, Internet and Social Networking QP 05.05
· Complaints QP 02.11
· Recruitment QP 03.02
· Data Retention QP 05.03

We only keep your data for as long as we need it for, which will be at least the duration of your employment with us, though in some cases we may have to keep it longer as some data retention periods are set out by law. 

Retention periods can vary depending on why we need the data, as set out below. Full details can be found in our retention procedure QP 05.03.

Retention periods are determined in line with legal requirements, regulatory guidance, including Care Quality Commission expectations and business need.



	Description
	Retention Period 
	Basis

	Staff file including application form, interview notes, references, offer letter, DBS status, development plans, induction, contract of employment, diary, individual risk assessments, job description, correspondence (This list is not exhaustive)
	6 Whole years from date upon which employment ends
	Limitation Act 1980

Chartered Institute of Personnel and Development recommendation

	Unsuccessful Job Applications and Recruitment Records
	6 months after notification of decision to applicant
	The Employment Practices Code – ICO

	Training Records
	Retain with staff file (6 years)
	Chartered Institute of Personnel and Development recommendation

	Time Sheets
	3-6 years
	Working Time regulations

	Dismissals / Suspensions / Supervisions
	Retain with staff file (6 years)
	Good Practice 

	Appraisals and PDPs
	Retain with staff file (6 years)
	Good Practice

	Agency Time Sheets and Records
	2 Whole years
	Chartered Institute of Personnel and Development recommendation

	Rotas and confirmation of whether the shift was worked
	4 Whole years
	Regulatory Requirement and business need



11. Your rights

You have the following rights in relation to the personal data we hold about you: 

· To be informed about the data we hold on you and what we do with it (Privacy Notice)
· Access to the data we hold on you (See QP 05.04)
· Any inaccuracies in the data to be rectified. 
· To have data erased.
· To restrict processing of the data.
· Of portability. To transfer the data to another party.
· Object to the inclusion of any information.
· Regulate any automated decision making. 
· To withdraw your consent to us processing your data at any time without consequence. owHowever, in some cases we may continue to use the data if we have a legitimate reason to do so. 

	If you want to exercise any of these rights, please contact Head Office 0191 281 9100.

	More detailed information can be found relating to your rights in our full procedure, Data protection QP 	05.01.

12. Making a complaint

If you think that your data rights have been breached, you can in the first instance make a complaint to the person responsible for data protection, Christina Long (Compliance Manager) , who can be contacted by telephone on 0191 239 0043 or via email – christina.long@eothenhomes.org.uk 

Or you can contact the Information Commissioners Office (ICO) by telephone on 0303 123 1113 or by writing to ICO, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF.

13. How we keep our procedures up to date

Employees that control and process personal information within the company have a duty to assess all privacy risks continuously and review the procedures and privacy notices at least annually. 

This privacy notice is issued to all new employees and is available on request from any of the homes and head office. There is a separate privacy notice for employees and a separate privacy notice for residents and third parties. 
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